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Overview of IoT 
Devices

IoT devices are widely used for remote 
monitoring and automation

Environmental
● Temperature
● Humidity
● Air Quality
● Light

Motion, Position, Proximity
● Proximity
● Motion detection
● Accelerometers 
● Gyroscopes
● GPS

Industrial
● Pressure (liquid/gas)
● Level (liquid/gas)
● Flow (liquid/gas)
● Electric Current

Specialized
● Image
● Sound
● Gas
● Bio Sensors



Project Hardware

● ESP32 Microcontroller (WiFi-enabled SoC)

● DS18B20 Digital Temperature Sensor

● Laptop Server



https://www.adafruit.com/

https://www.adafruit.com/


System Overview

● Sensor reads temperature

● ESP32 processes data

● Data sent via HTTP to server

● Server stores and displays data



Network Setup

● All devices connected to TP-Link router

○ IoT device, server, attacker laptop

● Simulated public/untrusted network



DHCP Basics
A DHCP (Dynamic Host Configuration Protocol) Request is the third 
step in the DHCP DORA (Discover, Offer, Request, Acknowledge) 
process, where a client formally requests to use the IP address 
offered by a server. It is broadcast to inform all servers which offer 
was accepted, allowing others to release reserved addresses. 

● Device connects to network
● Requests IP from DHCP server
● Provides MAC address
● Receives IP address and stores it



DHCP Basics



Device Identity on Network

● IP address = logical identifier
○ ex: Lawrence Rd

● MAC address = physical identifier

○ ex: 2083 (specific address on road)

● Router maps IP to MAC



What is ARP?

● Address Resolution Protocol maps IP to MAC

● Devices broadcast ARP requests

● Target responds with MAC address



ARP Caching

● Devices store IP-to-MAC mappings

● Avoid repeated broadcasts

● Can be exploited if “poisoned”



● Every client on the network builds a cache so it can 
send IP packets directly to the MAC address 
associated with an IP address.

ARP Cache table



ARP Spoofing Concept

● Attacker sends fake ARP replies

● Associates victim(s) IP with attacker MAC

● Redirects traffic through attacker





Why ARP Spoofing Works
(In theory)

● ARP has no authentication

● Devices trust replies

● Cache updates automatically



Bettercap Tool

● Network attack framework

● Used for MITM attacks

● ARP spoofing and packet interception
○ Crafts raw packets
○ Sends fake ARP replies repeatedly
○ Enables IP forwarding
○ Captures/modifies traffic



Bettercap Commands

● net.probe on
○ discovers devices

● arp.spoof.targets <IP>

○ tells each ip “use this MAC”

● arp.spoof on

● http.proxy





Router Configuration

● Disabled AP isolation 
○ lets devices talk to eachother

● Tested wired and wireless setups

● Still unable to intercept traffic



Attack Attempt Results

● Bettercap identified devices

● ARP spoofing did not succeed

● Traffic not redirected through 
bettercaps proxy



Possible Reasons for Failure

● Router firmware protections
○ cache flushing

● Dynamic ARP inspection

○ untrusted ports drop packets

● MAC validation or cache correction



Alternative Test (curl)
● Manual POST request to server

● Injected fake temperature data

● Temporary effect only



Limitations

● No successful MITM attack

○ Test environment constraints
■ firewall and proxy limitations

○ Router security unknown
■ firmware updates



Conclusion

● IoT systems can be vulnerable

● Modern routers may mitigate ARP attacks

● Security must be considered end-to-end



Future Work

● Test on different routers

● Implement HTTPS and authentication

● Try alternative attack methods

○ coding our own implementation

○ integration tests
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